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Examples of stimuli used in email legitimacy task

1) Phishing email purporting to come from Amazon
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2) Phishing email purporting to come from NatWest
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3) Legitimate email from NUS Extra
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4) Legitimate email from PayPal
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From: PayPal <paypal@e.paypal.co.uk>
Subject: Helen Jones, view your recent transactions now
Date: 8 October 2013 11:50:37 BST

To: <helenjones1989@gmailcom>

PayPal

Dear Heen dones,

HelloromPayPal Log n nowto see your
monilyacivty and ecentransactons.

[o——

Loaded down?

Use your smartphone
to pay in shops in
just a few taps.

Download The Freo App

PayPal

D) = ) &
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From: Karla Craig
Subject: Re: Item Waiting on delivery Today
Date: 20 September 2012 09:13:57 BST

To: <helenjones1989@gmail.com>

YourOnders | YourAceount Anazon com

Shipping Confirmation
Onder#002:2735050 54244875

amazoncom

Hello helenjones1989

Thankyou for shogping i us. We (ouhyou must b informac it Shioped your e, and hat i complets.
Yourorder. o need 0 reu an Good o this shipment r manage anerorders, please st YourOrges on
mazoncom.

Your estimated shipment date is Your arder was delivered to
Friday, September 21, 2012 helenjones 1989,
Department of Psycholbgy,
ittt cemton b ot o2 Lancaster Universiy,
LAt &Y.

T gt hve o an assoctad daveryvockng o

Delivery Details

‘Vizio XVT3000, SV 42-Inch 1080p 400 Hz
Cinema 30 TFT HOTV with 30 Bi-ray Player
and Three Pairs of 3D Glasses

Soldbyerter

Conditr

6. accsptad

tomsuttosl - £369.99
Shipping & Handing.  £15,00
TosigetreTax  £359.99

Shipment Total £359.99
PaigbyCrack £359.99

Retums ae sasy. Vit our Q1éng Betum Canter
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From: NatWest [uup@danketoan.com]
Date: 8 October 2013 11:50:37 BST

To: <helenjones1989@gmail.com>

NatWest

Your online account will expire today on 03 June 2013

To continue using your online banking, please Log In to Online Banking and
ensure your profile is up to date

In case this process is not performed within 24 hours your account will be disabled.
Yours sincerely,

Natwest Digital and mobile banking team
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From: noreply@nusextra.co.uk
Date: Mon, Oct 14, 2013 at 235 PM
Subject: Create anew password - NUS Extra

To: "helenjones1989@gmail.com” <helenjones1989@gmail.com>

You (or someone else) entered this email address to change the password of an NUS extra account

hitps //cards nusextra.co.uk/stpr/%d=2G1z3R2D3W1.212n163A1W212B3n3RIZ0/ATO 1k
0u36110421362¢311a3D0E W3V 202n2¢3{381p263T1N03013y301k000X0 1kc101FQM2r0N 16360N0
3030261t1u0u2_OUOMOY1Y 1h0t20-2L 34311A1R0230210H1F3F 3d221J25003m 163D0N1 2M0A2r2p0a3L 2y 103y 1x1w190-
03d041230Y001_3M0S1g381y0Y203X302¢ 18123A262X21 101213202027 150T343W/2/3H2i0a0x0X2L 1
1k1L0A3372028302D3f1L021U14011Y 0w 122000y 222e3C2Y231 2D0C01Y2EQ5312R 0105302224301

16300v0J1d1E 1V353Y3B0120001V252505350p210Q0U262U0N0z 113E0vIS2Y0/3q3P30313e 1H2E001 0A130D3;

To continue the password reset process. please proceed to this link.

This action was requested from IP address 192.168.1.68.
Find out more about this address here: 192.168.1.68
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